
Questions AWS Azure Google Cloud Platform IBM Cloud OTC

Integration to a SIEM possible? (Security Information and Event 
Management)
Security Groups
Disk Encryption
Network Traffic Analyse
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Protection against Denial of Service Attacks yes yes yes yes yes
Firewall - Does the cloud provider provide additional integrated security 
features i.e. a Next Generation Firewall? yes yes yes yes yes
Does the cloud provider keep an eye on current threats and take 
action? yes yes yes yes yes

Does the cloud provider support additional integrated security features 
for cloud resources using 3rd party tools:  
IDS (Intrusion Detection System)
IPS (Intrusion Prevention System)
ATP (Advanced Threat Protection)
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Does the provider carry out regular penetration tests against the 
platform? No yes no no no


