Questions

Does the cloud platform provide a Logging as a Service

functionality?

Is the data stored in encrypted form?

Which logging technology is used?

On what basis is logging billed?

AWS

yes

yes

- AWS Cloudwatch

- AWS Cloudetrail

- AWS VPC flow logs

- Amazon Cloudfront access logs
- Amazon S3 access logs

Based on:

- Resources

- Region

- API

- Event type

- Alarm/resources

Azure Google Cloud Platform
yes yes
yes yes

- Activity Logs

- Activity diagnostics Logs

- Azure AD Reporting

- Virtual machines and cloud services

- Azure Storage Analytics

- Network Security Group (NSG) flow logs

- Application insight Stackdriver Logging

Data Ingestion 5 GB/month1 $2.76 per GB
Data Retention 31 days2 $0.12/GB/month Logging = $0.50/GB
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